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JOB DESCRIPTION

	JOB DETAILS



JOB TITLE:	IT and Data Protection Manager  
HOURS:		37.5 hours per week 
REPORTING TO:	CEO
BASE:			Central Office, with travel to all homes.
	JOB SUMMARY



The IT and Data Protection Manager will serve as Athena’s initial in-house line of contact for IT support enquiries, working to resolve or escalate their technical issues in a prompt and professional manner. The job holder will also be the Data Protection lead for the company.

	JOB SPECIFIC RESPONSIBILITIES



· Provide on-site, remote & telephone support, training and guidance for all users of the Athena Care Home network, systems, end user devices and software applications.
· New joiner and leaver management for IT applications and hardware.
· [bookmark: _Hlk158648334]Management of all issued devices, such as mobile phones, laptops, tablets and point of care devices via the Miradore MDM and InTune systems. To include license management with the MSP.
· [bookmark: _Hlk158648112]Maintenance of inventory and replacements of issued devices.
· [bookmark: _Hlk158648296]Be first line of enquiry for team members regarding basic PC user support and IT desk liaison. 
· [bookmark: _Hlk158648126]Decommissioning and disposals of equipment via a certified and approved provider.
· Management of the digital communication systems and any remaining transitions from analogue systems.
· Maintain an understanding of emerging AI technologies and advise the business on opportunities, risks and implementation options to support organisational objectives.
· Management of all IT and Systems contracts, subject to CEO approval. To include mobile contracts, printing and copying lease agreements, VOIP systems and IT infrastructure, CCTV systems, audit visual systems (in our cinemas) and call bell systems.
· [bookmark: _Hlk158648145]Liaising with our external IT provider regarding cyber security queries and projects. To include being the lead link with our Cyber insurers to manage notifications of any issues and share insights on phishing campaigns.
· IT policy creation and updating in accordance with changes to legislature and industry guidance.
· Managing the change to shared cloud services and be the Administrator for the SharePoint file repository and Intranet.
· Review all IT spend and be the first approver of invoices, or place invoiced on hold and resolve queries before approval.
· Continual improving of knowledge and understanding across the various software and hardware technologies supported by the team both now and in future.
· Data Protection Officer duties – logging breaches, creating and maintaining a RoPA, creating DPIA’s when needed, ensuring Data Protection Certificates are re-certified each year for all locations, PCI DSS certification each year.
· Ensure re-certification of Cyber Essentials.
· Ensure re-certification for NHS DSPT.

	PERSON SPECIFICATION


	
	
	Essential Criteria

	Qualifications/Education
	· GCSE’s or equivalent in English 
· Full UK driving license

	Experience

	· Experience working within a similar role is essential
· Care Home experience is advantageous
· Project management

	Skills/
Knowledge


	· Excellent written, non-verbal and verbal communication skills
· [bookmark: _Hlk158648434]Expert knowledge of Microsoft Office applications and Windows based operating systems – Word, Outlook, Excel, PowerPoint, Explorer

	
Personal Qualities
	· Physically able to lift and carry heavy equipment.
· Reliable and punctual
· Able to adapt to change
· Approachable
· Confident
· Diplomatic
· Enthusiastic
· Flexible
· Influencing skills
· Listening skills
· Negotiating skills
· Patient
· Positive attitude
· Self-motivator
· Flexible approach to working hours - able to work outside of normal hours.
· Ability to promote a professional image for the company at all times
· Ability to travel to other homes where needed for training / support
· Able to adapt to the Athena culture


This job description reflects the current main organizational priorities for the position.  These priorities may develop and change in consultation with the post holder in line with needs and priorities of the business.  

Please sign to confirm you fulfil the essential criteria as detailed above and you accept and agree to deliver and comply with all requirements detailed in this job description for the Admin Assistant position.

Post holder’s name:  	…………………………………………………………

Post holder’s signature: 	…………………………………………………………

Date:					…………………………………………………………
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